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1 TONG QUAN

1.1 Pham vi tai liéu N

Tai liéu nay hudng dan nguoi dung tai cac don vi pilot (CHXD, VPCTY,
Tap doan) st dung céc tinh nang mdi dugc nang cap trong hé thong EGAS nham:
« Nang cao bao mat tai khoan va kiém soat hanh vi dang nhap;
« Giam thiéu rii ro thao tic sai hodc truy cap trai phép;
« Quan ly, phan quyén ngudi dung mot cach thdng nhat va co thé kiém soat duoc

lich sir thay d6i.

1.2 Cac thuit ngir va viét tat

Thuéll:ilélffr, ki Y nghia
PLX Tap doan xing dau Viét Nam Petrolimex
PIACOM Cong ty C6 phan Tin hoc Vién thong Petrolimex
EGAS Phan mém Quan 1y Cira hang xing dau
SAP Hé théng quan tri ngudn luc doanh nghiép ERP cua Petrolimex
VPCTY Khéi vin phong quan 1y ctra hang truc thudc
CHXD Cira hang xang dau
CH Cua hang
CBTH Can b0 tin hoc
XDS Xing diu sang
HHK Hang hoda khac
(*) Diu (*) di kém véi tén trudng nghia 13 bit budc nhip li¢u
1.3 Quy t,r‘mh nghiép vu ]
Buée Doi Thao thc TiéAp nhé:in/ Nh():n
tuwong Phé duyét quyen
0 CBTH/IT Khai bao th’am s?) hé théng ADMCTy
lién quan dén kiém soat User
(EMAIL ACCOUNT UNL
OCK, cau hinh dang nhap,
canh bao)
1 VPCTy Khai bao, phan quyén User; | VPCTy UADMIN
thiét 1ap nhém quyén; khai — Quan ly
bao thoi gian khoa tam thoi Users
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e Poi I Tié;p nhzfin/ Nh():n
tuong Phé duy¢t quyén
2 User Ping nhap hé thong; phat Hé thong
(CH/VPC | sinh vi pham (sai mat khau,
TY) thiét bi la, IP la)
3 Hé théng | Tu dong khoa User theo quy | VPCTY
tic; ghi nhan log; giri email
canh bao
4 User bi Gui yéu cau mo khoa User VPCTY
khoa tai man hinh dang nhap
5 VPCTY | Tiép nhdn va thyc hién mo | CH/VPCTY UADMIN —
khoa User Quan 1y
Users
6 Tap doan | M& khoa User cdp MD (néu | CH/VPCTY | UADMIN
c6) (MD)
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2 HUONG DAN SU DUNG CHUC NANG
2.1 KIEM SOAT PANG NHAP VA KHOA TAI KHOAN

2.1.1 Khoa User theo thoi gian
a) Muc dich
Cho phép Quan tr1 vién thyc hién khoa tam thoi hodc khoa theo khung thot gian
dbi véi User trong cac trudong hop nhu: nghi phép dai han, tam ngung cong tac hoic
theo yéu cau quan Iy, nham dam bdo an toan hé théng.
Chtrc nang nay duoc st dung trong cac truong hop nhu:
+ Nhan vién nghi phép dai ngay;
+ Nhan vién tam thoi khong 1am viéc;
+ Céan tam khoa tai khoan theo yéu cau quan ly dé dam bao an toan hé thong.
Thay vi x6a User hoic cho User tu khong dang nhap, Quan tri vién c6 thé chii dong
khoa tai khoan trong mot khoang thoi gian xac dinh.
b) Péi tweng thuc hién
+ Quan tri vién don vi (VPCTY)
+ Can bo IT duge phan quyén quan 1y User
¢) Piéu kién thwe hién
User thuc hién phai duoc gan nhom quyén UADMIN — Quan ly Users.

20 I6AGZE  Admn Xi nghelp ban 12 xhng ddu Ky KTTO - K2 wan TD

1 3GFB4HA0 Adman Xi nghitp ban 12 oing ddu KV HO1 - Bio cho cip tap dadn

2 AR T8A3 Admn Xi nghidp ban & xiing dau K1 MIR - Multi invoioes replacs

23 36312830 Admn X nghidp ban 18 xSng dau K1 SAG4E1 - Chi phi - Tifn iromg (Admin_481)
24 36312890 Admin X| nghiép ban 18 xang dau KWT  SA481 - Chi phi - Tidn fromg (CH_4815
25 36317434 Admin XI nghidp ban 12 xang ddu KNV WP - Multl POS

26 IBINT440 Admen Xi nghiép bén & xang dbu wf LADMIN - Cuidn b Users

d) Puong din chirc ning
+ Danh muc — Users — Tab “Thoi gian khoa tam thoi (Temporary Lock)”

Assign o Access Gip | Aasign iofccess Grp-Comp | Assign bo Staft | Hesel Pazsveord | Pesmis=on Map | Temporary Lok
T khda tam thded Show 100 linds L]

ACHOO M
0 | ==

Ueer ¥ Btaok Time ¥ Endd Time # Ly do phe duydt ¥ Khoa v

e) Cac buéc thuc hién
Budc 1: Bang nhap hé théng EGAS bang User c6 quyén quan tri.
Budc 2: Truy cap menu Danh muc — Users, chon User can khoa.
Budc 3: Chuyén sang tab “Thoi gian khéa tam thoi (Temporary Lock)”
Budc 4: Thém méi ban ghi khoéa User va khai bao céac thong tin:
+ Tir ngay: Thoi diém bét dau khoa User;
+ Pén ngay: Thoi diém két thuc khoa (khong bat budc);
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+ Trang thai: Tich chon “Khoéa”;
+ Ghi chii: Nhép 1y do khoa (néu co).

Feanigni fn Aocess Grp | g bobcoess Gip-Comp | Asdign o Giafl | Ress Passeosd | Pemessan Map [{ssf=lCn g N0
T 1al I Srcer 100 s % LT
ACHOD -

Uswr ¥ Scart Tiws ¥ Ers Time 7 Ly do ph caygt v Hhaa v
CHOOT-KAT 1A 22005 000 ]

Budc 5: Nhan Luu (Ctrl + S) dé hoan tat.
f) Két qua
+ Trong thoi gian khoa, User khong thé dang nhap hé théng EGAS.
+ Khi hét thoi gian khoa:
o Néu co khai bao Pén ngay: hé thong tu dong mo khoa;
o Néu khong khai bao Pén ngay: User tiép tuc bi khéa cho dén khi dugc
mo khoa thu cong.

2.1.2 Khéa tam thoi khi ding nhdp sai mét khau nhiéu lin
a) Muc dich
Ngin chin cac hanh vi truy cap trai phép thong qua viée thir mat khau nhiéu lan.
Pay 1a co ché ty dong cia hé thong, ngudi ding khong can thao tac ciu hinh
hang ngay.
b) Pham vi ap dung
Toan b User dang nhéap tai:
o EGAS Client;
o EGAS Center.
¢) Quy tic hé thong

Gir yéu cau md khoa

Email/EGAS ID

Mt kh3u [

Phuongthirc  EGAS |Dfpassword

Néu trong vong 05 phut, User nhap sai mét khau 03 1an lién tiép:
o Hé thong s& tu dong khoa tai khoan trong 05 phut;
o User sé& thiy thong bao tai khoan bi khoa tam thoi.
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Sau khi hét 05 phat:
o User co thé dang nhap lai binh thudng;
o Khong can gri yéu cau mo khoa.

d) Két qua
Tai khoan User dugc bao vé trude cic hanh vi do mat khau;
Toan bo su kién khoa/mé khoda duoc hé théng ghi nhan log.
2.1.3 Phat hién dang nhdp va hanh vi bit thuong
a) Muc dich
Giam sat va canh bao sém cac hanh vi dang nhap hoic thao tac bat thudng nham
dam bao an toan hé thong.
b) Néi dung kiém soat
Hé théng tu dong ghi nhan va danh gia:
o Dia chi IP dang nhap;
« Thiét bi dang nhép;
« Céc hanh vi bat thuong nhu:
o Dang nhap tur IP Ia;
o Diang nhap tir thiét bi la;
o Thao tac x6a dit liéu véi s6 luong 16n trong thoi gian ngan.
¢) Xir Iy hé thong
Khi phat hién hanh vi bat thuong, hé thong:
o Ghi nhan log chi tiét;
o Giri email canh bao dén Quan tri vién theo cau hinh tham s6 hé thong.

Egas canh bao hanh vi bat thudng

[Ty = i y - e
SendMailEgas@ petrolimex.com.vn @19]%
To Tung, Pham Thanh {Piacom). Anh, Mguyen Thi Van (Piacom); Luan, Tran Guang (Sai Gon) 1416 PM

Kinh gifi Anh/Chi,

Hé théng cénh béao user dang nhép EGAS Client bang thiét bi la, chi tiét nhu sau:

- Login 1D: 2110850

- User Name: CHO85-CHT

-Bonvi: 211 - CONG TY XANG DAU KHU VU'C I- CONG TY TNHH MTV

- CHXD: 211085 - PETROLIMEX- CUA HANG 85

- Théng tin thiét bj: Mozilla/5.0 (iPhone; CPU iPhone OS 18_5 like Mac OS X)
AppleWebKit/605.1.15 (KHTML, like Gecko) Version/18.5 Mobile/15E148 Safari/é04.1.
Tran trong!
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2.2 KIEM SOAT PHAM VI SU DUNG CHUC NANG
2.2.1 Nhoém quyén “210 — Khéng thao tdc tai Center”

a) Muc dich
Han ché pham vi thao tac ctia User, ddm bao User chi thuc hién dung nghiép vu

dugc phan cong.

b) Ngi dung thue hién

B6 sung nhom quyén “210 — Khéng thao tac tai Center”.

Khi User dugc gan nhom quyén nay:
o Khong duoc phép thuc hién bat ky chirc ning nao tai EGAS Center;
o HEé théng tu dong chan cac thao tac tai Center.

¢) Puong din phan quyén

Danh muc — Users — Tab “Assign to Access Grp”

Lati RGN el -l Assign to Access Grp-Comp | Assign to Staff | Reset Password Permission Map ' Temporary Lock

User to Access Grp Assignment

ICHO001-NV3
1l Luu (Cir-5)
[Sys Link]@® Uservy Access Grp v Lydow
v CHOO1-NV3 210 - Khéng thao tac tai Center [ ]

1 36147371 CHO01-NV3 CHAD - Trirdng ca Addon
2 36167100  CHOO1-NV3 CT - Cham cong CPTL

2.3 QUANLY QUYEN VA PHAN QUYEN NGUOI SU DUNG

2.3.1

117 2|
1.1.1.2
1413
1.1.14

1.1.1.5

Ghi nhan lich sit phdn quyén User
a) Muc dich
Phuc vu cong tac kiém soat, truy vét va kiém toan viéc phan quyén User.
b) Noi dung ghi nhin
Hé théng tu dong luu lai:
User thyc hién phan quyén;
Ngay, gio thyc hién;
Nhém quyén duoc gan hodc bi thu hoi;
« Ly do chinh sira (néu co).
¢) Puong din chirc ning
Danh muc — Users — Tab “Assign to Access Grp”
212admin - Admin

UADMIN - Quan Iy Users et 1 17/12/2025 11:19
R102 - Xem bao c4o tién, cno tai CHXD iﬁ;‘fmin spadmn. 16/12/2025 13:31
201 - View danh muc cng ty iLzBafmi” e 16/12/2025 13:31
R112 - Xem bao c4o tién, cno tai Vpety f&z;fmi” PRI, 16/12/2025 13:31
R111 - Xem b4o cao HHoa tai Vpcty ﬂfgfmi” Stk 16/12/2025 13:31
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2.3.2 Bdo cdo quyé:n va lich si¢ phén quyén

Hé thong cung cap cac bao cao phuc vu quan 1y quyén User (Bdo cdo quan tri), bao
gom:

i 80030 [hon nhann = T0 Rgay: 18Y/20

Bio cio quyén theo User
— Théng ké cac nhém quyén hién dang duge gan cho timg User.

COMG TV KARG DAY EHL WLIC - SOMG TY THHHE BTV

e gy 1B 22000 7% 59

{1

BOTLMA - Kudel btz - Whsang in bog

ITEIE

31 - Bk hiing by phee v

— Theo ddi chi tiét cac 1an thay d6i quyén cua User theo thoi gian.

Pénngay: 18122028 2359

CRNDr = 21188

[F e

Chondiie HTML wil] & Chowe aher prind

&TT Usar 301 - ViewDuly

1 FHOEA - PETROLINEN: CLIA KAKG A%

1 TUINANY - CADFS.RT aaeme

2 BB - CHEBI-HD 182

TEND COND
, ” . o A A
Bao cao lich st phan quyén

CONG TY XANG DAL KHU ViFC |
Ky b0 £30  [Chon nhanh] ~ T ngy: 19011/2025
Blomi Vi w
OHED, -
LIger: s

User thay 08l |

Bhdm quiyenc 3 hal -
Harih dérg: - Thém mid, Sda quyén (1)~

Ghon dilu ra: HTML

GOTC

57T

[RE]

14
1.11

1.%.11

1932

1113

1414

1115

CEMEHXDUserNhEm quydn
H
212 - CONG TY XANG DAL KHU VS |
212000 - KHO TT 8212
HACTY - HICTY

LIALHEMN - Cuan Iy Lisers

201 - View danh muyc odng ty

R11Z - Mem bdo 3o tién, cng tal Vpoly
R111 - Xem bao cio HHeS il Wpoty

R101 - Xesm bao cao HHoa @i CHXD

~El & Cose alerprint

L8

Usar thay doi

(a

21 2Edmin « Admin
EMBL
212admin - Admin
EMBL

Z212admin - Admin
XMBL

21 2adimn - Admin
EMBL

1 2 admin - Admin
WMA

Tlc;gﬂuv Therl gian thay
i doi

(4

{5)

TR 0RE 1149

IZE0EY 1331

1B 22025 1331

TG 22026 1331

16122025 1331

53212 - Baw hiang TPV 0N

TG
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